
Virtual LAN

1

Muhammad Zen Samsono Hadi ST MScMuhammad Zen Samsono Hadi, ST. MSc.

Lab. Komunikasi Digital
G d D4 Lt 1Gedung D4  Lt. 1

EEPIS-ITS



Objectives

 VLAN concepts
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 VLAN configuration
 Troubleshooting VLANsg



VLAN concepts
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Introduction to VLANs
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VLANs
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VLANs logically segment switched networks based on an 
organization's functions, project teams, or applications as 
opposed to a physical or geographical basis. pp p y g g p



Broadcast Domains
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Example with 3 Broadcast Domains, 3 VLANs
7



Static VLANs
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Dynamic VLANs
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Port-Centric VLANs
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VLAN Configuration
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Benefits of VLANs

 Easily move workstations on the LAN
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 Easily add workstations to the LAN
 Easily change the LAN configurationy g g
 Easily control network traffic
 Improve securityp y



Communicating Between VLANs
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VLAN Types
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Inter-Switch Link
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VLAN configuration
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Concurrent Transmissions in a Switch
17



End-to-End VLANs
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Static VLANs

 Static VLANs work well in networks where the 
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Static VLANs work well in networks where the 
following is true:
 Moves are controlled and managed. 
 There is robust VLAN management software to configure the 

ports. 
 It is not desirable to assume the additional overhead  It is not desirable to assume the additional overhead 

required when maintaining end-station MAC addresses and 
custom filtering tables. 



Verifying VLAN Configuration
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Deleting VLANs
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Catalyst IOS show vlan Command
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Catalyst IOS Keyword Syntax Description
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Trunking
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History of Trunking
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Trunking Concepts
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VLANs and Trunking
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Frame Tagging
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Frame Tagging and Encapsulation Methods
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Inter-VLAN routing
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Inter-VLAN Routing
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Router on a Stick
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Physical and Logical Interfaces
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Dividing Physical Interfaces into Subinterfaces
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Configuring Inter-VLAN Routing
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